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	REQUEST FOR PROPOSAL: PENSION ADMINISTRATION SOFTWARE SYSTEM
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SamCERA requires a fully vendor-hosted solution. SamCERA will not host the application within its own facilities, County-managed data centers, or infrastructure environments. All infrastructure, platform, database, security, backup, disaster recovery, and hosting responsibilities must reside with the Bidder or its designated hosting provider.
Bidders must clearly describe their proposed hosting architecture, including where the system is hosted, how environments are segregated, and how security, availability, and business continuity are ensured.
Instructions:
1. Provide your response to all questions in the space provided after each question below to help SamCERA better understand the Bidder’s technical experience and abilities.
2. All Bidders must complete Sections A and B.
Complete Section C only if using public cloud infrastructure.
	Section A – Vendor-Hosted Deployment Model & Architecture
(All Bidders must complete this section.)

	1
	Provide a high-level description of how the solution would be hosted. 
a. Where the solution will be hosted (e.g., public cloud provider, vendor-owned data center, third-party colocation provider). 
b. Is the deployment model single-tenant or multi-tenant?
c. Which party (Bidder, subcontractor, cloud provider) is responsible for infrastructure management?
d. Describe the roles and responsibilities of the Bidder versus SamCERA for hosting, security, maintenance, and support.

	
	


	2
	Describe the overall architecture of your Solution. This includes platform architecture which identifies servers, databases, networks, identity services, and architecture components required for sustaining SamCERA’s core business. Such architecture includes the presentation layer, application infrastructure layer, and the storage architecture for the data. Include information on the platform technology and version proposed for this implementation (e.g. Microsoft Windows Server, Linux etc.), including overall architecture, software and hardware version requirements.

	
	


	3
	Provide an overview of your approach to integration and decoupling of architectural components. This includes information on any open application programming interfaces and/or other REST/SOA-based techniques that will enable the Solution’s integration with the present architecture. Describe how this platform can manage, orchestrate, or trigger processes with external systems.

	
	


	4
	Describe the overall security architecture of the Solution. 
a. How will requirements and policies around safeguarding, accessing, and distributing SamCERA data be enforced? How is security addressed across multiple layers (policy, perimeter network, internal network, endpoint, application layer, identity and authorization layer (RBAC), and data encryption)? 
b. What specific industry standards does your system comply with? 
c. How often is the Solution audited or reviewed by third-party security firms?  
d. Would you permit SamCERA, through an external SamCERA vendor, to conduct a security assessment of SamCERA’s instance of your System?

	
	


	5
	Please describe the planned lifespan of the proposed Solution including the core product, database version, operating system, and any other utility Software required for the Solution. 
a. How long into the future will the Solution continue to provide return on investment to clients in terms of business efficiencies, accommodations to legislative change, functional enhancements, customer support, and other gains? 
b. Is there a planned sunset date for the proposed product/Solution? If so, describe the potential replacement product/Solution.

	
	


	6
	What relational database management system (RDBMS) technologies are supported by your Solution? Which version(s)? Is your Solution compatible with cloud-native managed RDBMS (e.g. Azure SQL, Google Cloud SQL, and AWS RDS)?

	
	


	7
	Does your Solution support integration (both process and user interface) with other applications? Describe the application programming interfaces (APIs) available as well as the security design to ensure pass-through authentication, system accounts, and logging.

	
	

	8
	Describe your overall data model.  How does your data model support scalability?  Provide information on the data schema transparency and Bidder and SamCERA’s ability to extract data for analytics purposes.

	
	


	10
	Provide an overview of your core product configuration and client-specific customization for your Solution. What guardrails are in place to ensure backwards compatibility?

	
	


	11
	Describe any integrated development environment (IDE) required to configure business logic and functionality for your application. Include detailed system requirements and a description of code/Configuration deployment procedures. Are all Configurations backwards compatible?

	
	


	12
	Which database connectivity standards are used by the Solution (e.g. ODBC compliance, JDBC, OLEDB, etc.)?

	
	


	13
	Please indicate the type of software license(s) of additional tools that will be required to support the Solution (e.g. MQ, SSIS, Red Hat, IntelliJ, Visual Studio, and Logging Tools).  Please confirm that any applicable fees are included in the overall pricing of your Solution.

	
	


	14
	Describe your fine-grained role-based access control (RBAC) design and approach for document storage (ECM)?

	
	


	15
	Describe your approach and controls for encryption regarding data that is in transit between internal and external components.

	
	


	16
	Describe your approach and controls for encryption at rest, including field-level encryption.

	
	


	17
	Does the Solution provide a view into the overall data model (e.g., UML)?  Does this include application programming interface/integration points for non-transactional data, such as summaries, histories, and other external data?  If no, please explain.

	
	


	18
	Please describe how software version control is implemented and how updates and upgrades will be coordinated with SamCERA’s computing environment. Also, if the proposed Solution involves the products of multiple vendors, explain how version compatibility will be maintained among the various products. How is security certification maintained for new versions?

	
	


	19
	Please include a description of the type of authentication and federation methods supported in the application for SamCERA business users.

	
	


	20
	Please include a description of the integration with SamCERA’s customer identity & access management (CIAM) provider as part of your application.

	
	


	21
	Please provide information on overall login and password handling defaults for the Solution, including but not limited to:
· Integration with customer identity & access management (CIAM) provider
· Password lengths and general password requirements
· Login handling – e.g., how many unsuccessful attempts will result in a locked account, etc.
· Audit trail and logging information
· Notifications, reporting, and monitoring
· Multi-factor authentication options

	
	


	22
	Please disclose the full breadth of batch processes below, along with the reasons for these batch jobs. For each job, please also list the estimated impact on normal SamCERA operations.

	
	


	23
	Please provide details on how your Solution would integrate and exchange information with SamCERA’s accounting system.

	
	


	24
	Please describe how reporting is implemented in your Solution and describe how running reports will not impact the customer experience. Is a third-party module used or does your Solution support integration of external business intelligence tools such as PowerBI, Looker, Domo, etc.? What level of expertise is needed to create a new report or query? Please provide detail regarding the ease-of-use of the reporting module and the skill level needed to use the different features it provides.

	
	


	25
	Please explain your ECM capabilities, the product or system used, and how it is integrated with your PASS Solution.

	
	


	26
	Please describe what level of Configuration SamCERA would be able to access in your ECM.

	
	


	27
	Please describe your experience in converting image files from other solutions and providers.

	
	


	28
	Please explain your workflow solution, the product or system used, and how it is integrated with your PASS Solution.

	
	


	29
	Would SamCERA be capable of making changes to a workflow? Could SamCERA add workflows, or would this require support from your company?

	
	


	30
	Please explain your CRM capabilities, the product or system used, and how it is integrated with your PASS Solution.

	
	


	31
	Please describe what level of configuration SamCERA would be able to access in your CRM solution.

	
	


	32
	Please provide details on your Solution’s IVR capabilities and integration.

	
	




	Section B – Infrastructure Security, Access Control & Business Continuity
(All Bidders must complete this section.)

	33
	Please outline the security architecture and how secure communications between the clients located at SamCERA and the system/server that is hosted at the Bidder site or at a third-party provider will be ensured. If parts of the system will be accessed via a web browser outside of the SamCERA network, please indicate details of your data protection controls (encryption in transit) for secure communication.

	
	


	34
	Please provide a shared responsibility matrix covering areas including network, identity, data protection, vulnerability management, logging, etc. between your firm and all third-party providers (e.g. cloud, colocation, network, etc.).

	
	


	35
	Please describe how SamCERA’s application and components will be isolated from other customers (identity layer, perimeter layer, network layer, platform layer).  Would SamCERA have dedicated servers and/or test environments?

	
	


	36
	Please describe the general support model for the Solution, i.e. what type of support will be provided. In addition, please provide patching and upgrade schedule for the vendor-hosted environment. As part of this, please describe how SamCERA would go about requesting changes to the Solution and what type of resources would be required both from SamCERA’s side and from the Bidder's side to process a change request.

	
	


	37
	Please describe how the migration of the Bidder-hosted environment to a SamCERA-hosted environment can be achieved, i.e. what additional Software and hardware requirements would SamCERA have to consider? Are there additional licensing fees that SamCERA would incur? What would be the additional fees/costs involved in moving the application to a SamCERA-hosted environment?

	
	


	38
	How is business continuity ensured in case of a disaster? What are the backup strategies and what type of site redundancy is in place? How often do backups of the data and system take place? Do you maintain a hot site or warm site? Please take the following three types of recovery into consideration:
· High Availability – For isolated server failures: Windows crash, RAID controller failure, SQL or Windows patch fails, C drive full, bad memory chip, wrong box unplugged.
· Disaster Recovery – For widespread outages: Data center power or network outage, domain controller failure, SAN failure, fire or earthquake.
· Human Error – For SQL error: DELETE without a where clause, bug in stored procedure for updates, end user needing a restore due to human error.

	
	


	39
	If your hosting service could not be provided in the future / had to be terminated in the future, e.g. due to bankruptcy, buyout, consolidation, etc., explain how you would ensure continuity of service.

	
	


	40
	Please describe how administrative access will be handled in your hosted environment (i.e., is SamCERA required to have its own administrative team, or will you or a third-party vendor fill the administrative role)? If an administrative resource is provided, please outline how SamCERA will be able to request changes to the existing security roles. Additionally, please describe how SamCERA can perform an audit of the existing roles and review existing audit trails.

	
	


	41
	Please include any pertinent information about your hosted Solution that was not addressed by the questions above.

	
	


	42
	What types of recovery strategies are available and what levels of recovery are they equipped to solve? This discussion should cover:
· Services offered for recovery protection (i.e., 24-hour emergency coverage)
· The response protocol in the wake of malfunctions covering every step from repair to replacement
· Restoration and recovery procedures
· Local or geographically redundant replication
· Tools used to recover the database and application to a known state

	
	


	43
	Please describe your business continuity plans and/or disaster recovery plans based on the recommended hosting options.

	
	


	44
	Please list the administrative tools (including their functions) that will assist staff in managing everyday operations. This includes tools used to recover the database and application to a known state. Please take the following three types of recovery into consideration:
· High Availability – For isolated server failures: Windows crash, RAID controller failure, SQL or Windows patch fails, C drive full, bad memory chip, wrong box unplugged.
· Disaster Recovery – For widespread outages: data center power or network outage, domain controller failure, SAN failure, fire or earthquake.
· Human Error – For SQL error: DELETE without a where clause, bug in stored procedure for updates, end user needing a restore due to human error.

	
	


	45
	Please describe your firecall procedures for your support teams to access the Solution on an emergency basis. Include details on the tools used (e.g. privileged account management, logging). Describe your implementation of least-privilege, just-in-time (JIT) and just-enough-access (JEA) for remote support and administrative functions. How does your Solution and implementation ensure that support staff cannot access SamCERA data without explicit approval, and only for limited duration?

	
	


	46
	Please list tools and/or processes you would recommend to periodically test the system’s operational performance.

	
	


	47
	Please describe the technical skills required to support and maintain the system.

	
	


	48
	Please describe your systems audits and what information and/or access would be provided to SamCERA to review system audits and audit transactions.
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	Section C – Public Cloud Hosting Details (If Applicable)
Complete only if the proposed solution is deployed in public cloud infrastructure.

	49
	What type of cloud deployment models do you offer? If the cloud is shared, how do you segregate data between different clients within the cloud environment?

	
	


	50
	How often do you undergo third-party security assessments, audits and/or penetration tests?  Can you provide the latest results?

	
	


	51
	Are you able to integrate with SamCERA’s Active Directory federated identity system to provide SSO functionality to your cloud service from SamCERA staff workstations?

	
	


	52
	What is your organization’s approach to cybersecurity?

	
	


	53
	What is your plan for notifying customers of potential security incidents or data breaches?

	
	


	54
	How do you support scaling of services as the needs of SamCERA change over time?

	
	


	55
	What Cloud provider are you proposing?

	
	


	56
	What datacenters/regions will be used as the Primary and Secondary locations?
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